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NAME

ovs-vsctl — utility for querying and configurirays—vswitchd

SYNOPSIS

ovs-vsctl[optiong —— [optiond commandargg [-— [option§ commandargq]...

DESCRIPTION

Theovs-vsctlprogram configuresvs—vswitchd8) by providing a high—lesl interface to its configuration
database. Sem/s—vswitchd.conf.di{5) for comprehense documentation of the database schema.

ovs-vsctl connects to amvsdb-sewer process that maintains an Open vSwitch configuration database.
Using this connection, it queries and possibly applies changes to the database, depending on the supplied
commands. Therif it applied ary changes, by default it waits untls—vswitchd has finished reconfigur

ing itself before it gits. (If you useovs-vsctlwhenovs—vswitchdis not running, use—no-wait.)

ovs-vsctlcan perform aypnumber of commands in a single run, implemented as a single atomic transac-
tion against the database.

The ovs—-vsctl command line begins with global options (¥@ETIONS belov for details). The global
options are followed by one or more commands. Each command should begir-\ightself as a com-
mand-line argument, to separate it from the feily commands.(The —— before the first command is
optional.) Thecommand itself starts with command-specific options, ¥ &mllowed by the command
name and anarguments. SeEXAMPLES below for syntax examples.

Linux VLAN Bridging Compatibility

The ovs-vsctl program supports the model of a bridge implemented by Open vSwitch, in which a single
bridge supports ports on multiple VLAN$n this model, each port on a bridge is either a trunk port that
potentially passes packets tagged with 802.1Q headers that designate VLANSs or it is assigned a single
implicit VLAN that is never tagged with an 802.1Q header.

For compatibility with software designed for the Linux bridges—vsctl also supports a model in which
traffic associated with aggn 802.1Q VLAN is sgregded into a separate bridgé special form of the
add-br command (see below) creates‘'fake lridge” within an Open vSwitch bridge to simulate this
behavior When such afake lridge’ is active, ovs—vsctlwill treat it much lile a biidge separate from its

“ parent bridgé,but the actual implementation in Open vSwitch uses only a single bridge, with ports on the
fake lridge assigned the implicit VLAN of thalfe kridge of which thg are members. (Adke bridge for

VLAN O receives packets that hae o 802.1Q tag or a tag with VLAN 0.)

OPTIONS

The following options affect the beliar ovs—vsctlas a whole. Some individual commands also accept
their own options, which aregin just before the command name. If the first command on the command
line has options, then those options must be separated from the global optiens by

——db=server
Setsserveras the database server thas—vsctl contacts to query or modify configuratiofihe
default isunix:/var/run/openvswitch/db.sock servermust talke ane of the following forms:

sslip:port
The specified SSiport on the host at the gn ip, which must be xpressed as an IP
address (not a DNS name) in IPv4 or IPv6 address forthgt.is an IPv6 address, then
wrap ip with square brackets, e.gsl:[::1]:6640. The ——private—key, ——certificate,
and—--ca—certoptions are mandatory when this form is used.

tcp:ip:port
Connect to the gen TCP port on ip, whereip can be IPv4 or IPv6 address.igfis an
IPv6 address, then wrapwith square brackets, e.d¢cp:[::1]:6640.

unix:file
On POSIX, connect to the Unix domain server socket nditeed

On Windows, connect to a localhost TCP port whose value is writf@a.in
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psslport:ip]
Listen on the gien SSL port for a connection. By datilt, connections are not bound to a
particular local IP address and it listens only on IPw# (lot IPv6) addresses, but speci-
fying ip limits connections to those from thevgn ip, ether IPv4 or IPv6 addresdf ip is
an IPv6 address, then wrgp with square brackets, e.gssl:6640:[::1] The ——pri-
vate—key, ——certificate, and ——ca—certoptions are mandatory when this form is used.

ptcp:port[:ip]
Listen on the gien TCP port for a connection. By default, connections are not bound to
a particular local IP address and it listens only on IPu4 (ot IPv6) addressesutip
may be specified to listen only for connections to thexgip, ether IPv4 or IPv6
address. Ifip is an IPv6 address, then wraip with square brackets, e.g.
ptcp:6640:[::1].

punix:file
On POSIX, listen on the Unix domain server socket ndifitesfibr a connection.
On Windows, listen on a kernel chosen TCP port on the localhost. The kernel chosen
TCP port value is written ifile.

——no-wait

Prevents ovs—vsctlfrom waiting forovs—vswitchdto reconfigure itself according to the modified

database. Thisption should be used dvs—vswitchd is not running; otherwisevs—vsctl will

not exit untilovs—vswitchdstarts.

This option has no effect if the commands specified do not change the database.

——no-syslog
By default, ovs-vsctllogs its arguments and the details of ahanges that it makes to the system
log. Thisoption disables this logging.

This option is eqwilent to——verbose=vsctl:syslog:warn

—-oneline
Modifies the output format so that the output for each command is printed on a singhéeine.
line characters that would otherwise separate lines are printed axl ary instances of that
would otherwise appear in the output are doublednts a blank line for each command that has
no output. This option does not affect the formatting of output fromigher find commands;
seeTable Formatting Options below.

—=dry-run
Preventsovs—vsctlfrom actually modifying the database.

-t secs

——timeout=secs
By default, or with asecsof 0, ovs—vsctl waits forever for a response from the databa3éis
option limits runtime to approximatelyecsseconds. Ithe timeout gpires, ovs—vsctl will exit
with aSIGALRM signal. (Atimeout would normally happen only if the database cannot be con-
tacted, or if the system iverloaded.)

——retry
Without this option, ifovs—vsctl connects outard to the database server (the default) then
ovs-vsctlwill try to connect once andxi with an error if the connection fails (which usually
means thabvsdb—-sewer is not running).

With this option, or iF-—db specifies thabvs—vsctlshould listen for an incoming connection from
the database seryénenovs-vsctlwill wait for a connection to the database fare

Regardless of this setting;—timeout always limits hav longovs-vsctlwill wait.

Table Formatting Options
These options control the format of output fromltsieandfind commands.
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—f format
——format=format
Sets the type of table formatting. The following typefoofatare aailable:

table  2-D text tables with aligned columns.

list (default)
A list with one column per line and rows separated by a blank line.

html  HTML tables.
csv Comma-separated values as defined in RFC 4180.

json  JSON format as defined in RFC 46ZIhe output is a sequence of JSON objects, each of
which corresponds to one tablEach JSON object has the following members with the
noted values:

caption
The tables caption. Thismember is omitted if the table has no caption.

headings
An array with one element per table colunitach array element is a string-gi
ing the corresponding colunmfeading.

data  An array with one element per tablewoEach element is also an array with one
element per table columnThe elements of this secondidkarray are the cells
that constitute the table. Cells that represe¥SDB data or data types are
expressed in the format described in the OVSDB specification; other cells are
simply expressed as text strings.

—d format
——data=format
Sets the formatting for cells within output tables. The following typderafatare aailable:

string (default)
The simple format described in tBatabase Valuesection bela.

bare  The simple format with punctuation stripped: ¢f and{} are omitted around sets, maps,
and empty columns, items within sets and maps are space-separated, and strivgs are ne
guoted. Thidormat may be easier for scripts to parse.

json  JSON.
Thejson output format akays outputs cells in JSON format, ignoring this option.

——no-heading
This option suppresses the heading tieat otherwise appears in the firsivrof table output.
——pretty
By default, JSON in output is printed as compactly as possible. This option causes JSON in out-

put to be printed in a more readabéstion. Member®f objects and elements of arrays are
printed one per line, with indentation.

This option does not affect JSON in tables, whichwsyd printed compactly.
——bare Equiaent to——format=list -—data=bare —no—headings

Public Key Infrastructur e Options
—p privkeypem
——private—key=privkeypem
Specifies a PEM file containing thevate key tsed avs-vsctls identity for outgoing SSL con-
nections.

—ccert.pem
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——certificate=cert.pem
Specifies a PEM file containing a certificate that certifies thetprkey Pecified on-p or ——pri-
vate—key to be trustwrthy. The certificate must be signed by the certificate authority (CA) that
the peer in SSL connections will use to verify it.

—C cacert.pem

——ca~—cert=cacert.pem
Specifies a PEM file containing the CA certificate tha-vsctlshould use to verify certificates
presented to it by SSL peerél'his may be the same certificate that SSL peers use to verify the
certificate specified orc or ——certificate, or it may be a different one, depending on the PKI
design in use.)

-C none

——ca—cert=none
Disables verification of certificates presented by SSL peers. This introduces a security risk,
because it means that certificates cannot be verified to be those of known trusted hosts.

—-bootstrap—ca-certacert.pem
Whencacert.pemexists, this option has the same effect-&or ——ca—cert If it does not gist,
thenovs-vsctlwill attempt to obtain the CA certificate from the SSL peer on its first SSL connec-
tion and see it to the named PEM file. If it is successful, it will immediately drop the connection
and reconnect, and from then on all SSL connections must be authenticated by a certificate signed
by the CA certificate thus obtained.

This option exposes the SSL connection to a man-in-the-middle attack obtaining the initial
CA certificate, but it may be useful for bootstrapping.

This option is only useful if the SSL peer sends its CA certificate as part of the SSL certificate
chain. TheSSL protocol does not require the server to send the CA certificate.

This option is mutually exclug with —-C and——ca-cert

——peer—ca-—certpeer-cacert.pem
Specifies a PEM file that contains one or more additional certificates to send to SSlppeers.
cacert.penshould be the CA certificate used to siys—vsctls own certificate, that is, the certifi-
cate specified orc or ——certificate. If ovs—vsctls certificate is self-signed, then-certificate
and——peer—ca-—certshould specify the same file.

This option is not useful in normal operation, because the SSL peer must alreathel@A cer
tificate for the peer to ka any onfidence irovs—vsctls identity Howevae, this offers a way for a
new installation to bootstrap the CA certificate on its first SSL connection.

-v[sped

——verboseisped
Sets logging heels. Without ary speg sets the log feel for every module and destination tibg.
Otherwise specis a list of words separated by spaces or commas or colons, up to one from each
category below:

. A valid module name, as displayed by tHeg/list command orovs—appctl8), limits
the log level change to the specified module.

. syslog consolg or file, to limit the log level change to only to the system log, to the con-
sole, or to a file, respecdy.

On Windows platform,syslogis accepted as a word and is only useful along with the
—-syslog-targetoption (the word has no effect otherwise).

. off, emer, err, warn, info, or dbg, to control the log lgel. Messagesf the gven sva-
ity or higher will be logged, and messages of lowgersty will be filtered out. off filters
out all messages. Sees—appct8) for a definition of each logvel.

Case is not significant withgpec
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Regardless of the log keels set forfile, logging to a file will not taé& pace unless-—log-file is
also specified (see below).

For compatibility with older versions of OV&ny is accepted as a word but has no effect.

-V
—-verbose
Sets the maximum logging verbosityée equivalent to——verbose=dbg

—vPAT TERN: destinationpattern

——verbose=RAT TERN: destinationpattern
Sets the log pattern folestinationto pattern Refer toovs—appct8) for a description of thealid
syntax forpattern

—VFACILITY: facility

——verbose=RACILITY: facility
Sets the RFC5424 facility of the log messédgeility can be one okern, user, mail, daemon
auth, syslog Ipr, news uucp, clock, ftp, ntp, audit, alert, clock2, localQ, locall, local2, local3,
local4, local5, local6 or local?. If this option is not specifiedaemonis used as the default for the
local system syslog anldcalO is used while sending a message to thgetaprovided via the
—-syslog-targetoption.

——log—file[=file]
Enables logging to a filelf file is specified, then it is used as th@& name for the log fileThe
default log file name usedfife is omitted is/var/log/openvswitch/ovs-vsctl.log

—-syslog-targethostport
Send syslog messages to Up#tt on host in addition to the system sysloglhe hostmust be a
numerical IP address, not a hostname.

—-syslog—-methodmethod
Specifymethodhow syslog messages should be sent to syslog daefalowing forms are sup-
ported:

. libc, use libc syslog() function. Thisis the default behdor. Downside of using this
options is that libc adds fixed prefix teeey message before it is actually sent to the sys-
log daemon eer /dev/log UNIX domain socket.

. unix:file, use UNIX domain socket directlyit is possible to specify arbitrary message
format with this option.However, rsyslogd 8.9and older versions use hard coded parser
function ailyway that limits UNIX domain soek use. If you want to use arbitrary mes-
sage format with oldersyslogd versions, then use UDP socket to localhost IP address
instead.

. udp:ip:port, use UDP sookt. Wth this method it is possible to use arbitrary message
format also with oldersyslogd When sending syslog messagesrdJDP socket gtra
precaution needs to be taken into account, for example, syslog daemon needs to be con-
figured to listen on the specified UDP port, accidental iptables rules could be interfering
with local syslog traffic and there are some security considerations that apply to UDP
sockets, but do not apply to UNIX domain sockets.

-h
——help Prints a brief help message to the console.
-V
——version
Prints version information to the console.

COMMANDS
The commands implemented bys—vsctlare described in the sections velo
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Open vSwitch Commands
These commands work with an Open vSwitch as a whole.

init Initializes the Open vSwitch database, if it is emgfythe database has already been initialized,
this command has no effect.

Any successfulovs—vsctl command automatically initializes the Open vSwitch database if it is
empty This command is praded to initialize the database withouteeuting aly other com-
mand.

show Prints a brief verview of the database contents.

emer-reset
Reset the configuration into a clean state. It deconfigures Openéidrollers, OVSDB semers,
and SSL, and deletes port mirroririgil_mode, NetFlow, s-low, and IPFIX configuration.This
command also renves dl other—config keys from all database records, except thtaer—con-
fig:hwaddr is preserved if it is present in a Bridge reco@ther networking configuration is left
as-is.

Bridge Commands
These commands examine and manipulate Open vSwitch bridges.

[-—may-exis] add-br bridge
Creates a e bridge namedbridge Initially the bridge will hae ro ports (other tharbridge
itself).
Without ——may—-exist attempting to create a bridge that exists is an efidith ——may-exist
this command does nothingtifidge already exists as a real bridge.

[-—may-exisi add-br bridge parent vian
Creates a'fake lridge” namedbridge within the existing Open vSwitch bridgearent which
must already exist and must not itself beakeflridge. Thenew fake kridge will be on 802.1Q
VLAN vlan, which must be an integer between 0 and 4095. The parent bridge must not already
have a ke kridge forvlan. Initially bridgewill have ro ports (other thatridgeitself).

Without ——may—-exist attempting to create a bridge that exists is an eidith ——may—exist

this command does nothingtifidge already exists as a VLAN bridge ungsrentfor vian.
[——if-existg del-br bridge

Deletesbridge and all of its ports.If bridgeis a real bridge, this command also deletgsfake

bridges that were created whhidgeas parent, including all of their ports.

Without —-if-exists, atempting to delete a bridge that does not exist is an.eNdth
——if-exists, attempting to delete a bridge that does not exist has no effect.

[——real|-—fake] list-br
Lists all existing real andake kridges on standard output, one per livgith ——real or ——fake,
only bridges of that type are returned.

br—exists bridge
Tests whethebridge exists as a real oake kridge. If so, ovs—vsctlexits successfully with »at
code 0. If notpvs—vsctlexits unsuccessfully with exit code 2.

br-to-vlan bridge
If bridgeis a ke kridge, prints the bridge’82.1Q VLAN as a decimal inger. If bridgeis a
real bridge, prints 0.

br-to—parent bridge
If bridgeis a Bke lkridge, prints the name of its parent briddé.bridge is a real bridge, print
bridge

br-set—external-id bridge key[valud

Sets or clears arekternal ID’ value onbridge These ®lues are intended to identify entities
external to Open vSwitch with whicbridge is associated, e.g. the bridgetentifier in a
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virtualization management platfornThe Open vSwitch database schema specifies wehskno
key values, butkey andvalueare otherwise arbitrary strings.

If valueis specified, thekey is set tovaluefor bridge, overwriting ary previous \alue. Ifvalueis
omitted, therkey is remwed from bridges set of external IDs (if it was present).

For real bridges, the effect of this command is similar to thats#tar remove command in the
external-ids column of theBridge table. for fake kridges, it actually modifiesdys with names
prefixed byfake—bridge—in thePort table.

br—get—external-id bridge[key]
Queries the external IDs diridge If key is specified, the output is the value for that or the
empty string ifkey is unset.If key is omitted, the output ikey=value one per line, for eachel-
value pair.

For real bridges, the effect of this command is similar to that gétacommand in theexter-
nal-ids column of theBridge table. for fake kridges, it queries d&ys with names prefixed by
fake—bridge—-in thePort table.

Port Commands
These commands examine and manipulate Open vSwitch ports. These commands treat a bonded port as a
single entity.

list—ports bridge
Lists all of the ports withirbridge on standard output, one per line. The local poidge is not
included in the list.

[-—may-exisi add—port bridge port [columrj:key]=valug...
Creates ombridgea new port namedport from the network device of the same name.

Optional arguments set values of column in the Port record created by the contraaedam-
ple, tag=9 would male the port an access port for VLAN The syntax is the same as that for the
setcommand (seBatabase Commandbelow).

Without ——may—exist attempting to create a port thatigts is an error With ——may—exist this
command does nothingpbrt already exists obridgeand is not a bonded port.

[-—fake-ifacd add—bond bridge port iface.. [columri:key]=valud...
Creates orbridge a nrew port namedport that bonds together the netwk devices gien as @ch
iface At least tvo interfaces must be named. If the ingerés are DPDK enabled then the trans-
action will need to include operations to explicitly set the interface type to 'dpdk’.

Optional arguments set values of column in the Port record created by the conrharsyntax
is the same as that for teetcommand (sePatabase Commandbelow).

With ——fake-iface a fake interface with the namport is created. This should only be used for
compatibility with legacy oftware that requires it.

Without ——may—exist attempting to create a port thatigts is an error With ——may—exist this
command does nothing [fort already exists omridge and bonds together exactly the specified
interfaces.

[——if-existg del-port [bridgg port
Deletesport. If bridge is omitted,port is remared from whatser bridge contains it; ibridge is
specified, it must be the real or &lridge that containport.

Without ——if-exists, attempting to delete a port that does not exist is an.eWith ——if-exists
attempting to delete a port that does not exist has no effect.

[——if-existg ——with—iface del-port [bridgd iface
Deletes the port nameface or that has an interface namiéate If bridgeis omitted, the port is

removed from whateer bridge contains it; ibridgeis specified, it must be the real aké kridge
that contains the port.
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Without ——if-exists, attempting to delete the port for an interface that does xist is an errar
With ——if-exists, attempting to delete the port for an interface that does not exist has no effect.

port—to—br port
Prints the name of the bridge that containg on standard output.

Interface Commands
These commandsxamine the interfaces attached to an Open vSwitch bridge. These commands treat a
bonded port as a collection ofdwr nore interfaces, rather than as a single port.

list-ifacesbridge
Lists all of the interdices withinbridge on standard output, one per line. The local poidge is
not included in the list.

iface—to—br iface
Prints the name of the bridge that contdiase on standard output.

OpenFlow Controller Connectivity
ovs-vswitchdcan perform all configured bridging and switching logailyit can be configured to commu-
nicate with one or more external Openklcontrollers. Theswitch is typically configured to connect to a
primary controller that takes charge of the bridgw table to implement a network pafic In addition,
the switch can be configured to listen to connections from service contr@engce controllers are typi-
cally used for occasional support and maintenance, e.govgtrofctl.

get-controller bridge
Prints the configured controller target.

del-controller bridge
Deletes the configured controller target.

set—controller bridge target...

Sets the configured controller target og&ds. Eacharget may use ayof the following forms:

sslip[:porf]

tcp:ip[:port]
The specifiegport on the host at the gn ip, which must be expressed as an IP address
(not a DNS name) in IPv4 or IPv6 address format. Wrap IPv6 addresses in square brack-
ets, e.g.tcp:[::1]:6653. For ss| the ——private—key, ——certificate, and ——ca—cert
options are mandatory.

If portis not specified, it defaults to 6653.
unix:file

On POSIX, a Unix domain server socket narfiled

On Windows, a localhost TCP port writtenfile.

pssl{port][:ip]

ptep:[port][:ip]
Listens for OpenFle connections omort. The de&ultportis 6653. By default, connec-
tions are allowed from gnlPv4 addressSpecifyip as an IPv4 address or a breisd
IPv6 address (e.gutcp:6653:[::1]). DNS names may not be use&or pss| the ——pri-
vate—key,——certificate, and ——ca—certoptions are mandatory.

punix:file
Listens for OpenFle connections on the Unix domain server socket naiiteed

Controller Failure Sttings

When a controller is configured, it is, ordinarilgsponsible for setting up all flows on the switch. Thus, if
the connection to the controller fails, noaneetwork connections can be set ulf.the connection to the
controller stays down long enough, no packets can pass through the switch at all.

If the value isstandalone or if neither of these settings is sets—vswitchdwill take over responsibility
for setting up flows when no message has beenveectbom the controller for three times the inaityi
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probe interal. In this mode,ovs—vswitchd causes the datapath to actelien adinary MAC-learning
switch. ovs—vswitchdwill continue to retry connecting to the controller in the background and, when the
connection succeeds, it discontinues its standalone behavior.

If this option is set t@ecure ovs—vswitchdwill not set up flows on its own when the controller connection
fails.

get-fail-modebridge
Prints the configured failure mode.

del-fail-mode bridge
Deletes the configured failure mode.

set—fail-modebridge standalondsecure
Sets the configured failure mode.

Manager Connectivity
These commands manipulate tm@nager_optionscolumn in theOpen_vSwitchtable and rows in the
Managerstable. Wherovsdb—-sewer is configured to use theanager_optionscolumn for /SDB con-
nections (as described INSTALL.Linux and in the startup scripts pided with Open vSwitch), this
allows the administrator to uses-vsctlto configure database connections.

get-manager
Prints the configured manager(s).

del-manager
Deletes the configured manager(s).

set-managertarget...
Sets the configured manager target ayats. Eacliarget may use ayof the following forms:

sslip:port
The specified SSiport on the host at the \gn ip, which must be expressed as an IP
address (not a DNS name) in IPv4 or IPv6 address forthgt.is an IPv6 address, then
wrap ip with square bracks, e.g.:ssl:[::1]:6640. The ——private—key, ——certificate,
and—--ca—certoptions are mandatory when this form is used.

tcp:ip:port
Connect to the gen TCP port on ip, whereip can be IPv4 or IPv6 address.igfis an
IPv6 address, then wrapwith square brackets, e.d¢cp:[::1]:6640.

unix:file
On POSIX, connect to the Unix domain server socket nditeed

On Windows, connect to a localhost TCP port whose value is writféa.in

psslport:ip]
Listen on the gien SSL port for a connection. By default, connections are not bound to a
particular local IP address and it listens only on IPu# (lot IPv6) addresses, but speci-
fying ip limits connections to those from thevgn ip, ether IPv4 or IPv6 addresdf ip is
an IPv6 address, then wrgp with square brackets, e.gssl:6640:[::1] The ——pri-
vate—key, ——certificate, and ——ca—certoptions are mandatory when this form is used.

ptcp:port[:ip]
Listen on the gien TCP port for a connection. By default, connections are not bound to
a particular local IP address and it listens only on IPu4 (ot IPv6) addressesutip
may be specified to listen only for connections to thegip, ether IPv4 or IPv6
address. Ifip is an IPv6 address, then wraip with square brackets, e.g.:
ptcp:6640:[::1].

punix:file
On POSIX, listen on the Unix domain server socket nafitesfbr a connection.
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On Windows, listen on a kernel chosen TCP port on the localhost. @reelkchosen
TCP port value is written ifile.

SSL Configuration
Whenovs-vswitchdis configured to connecwver SSL for management or controller conneityi, the fol-
lowing parameters are required:

private-ley
Specifies a PEM file containing theate key used as the virtual switchidentity for SSL con-
nections to the controller.

certificate
Specifies a PEM file containing a certificate, signed by the certificate authority (CA) used by the
controller and managethat certifies the virtual switch’private key, identifying a trustwrthy
switch.

ca-cert Specifies a PEM file containing the CA certificate usedetifyvthat the virtual switch is con-
nected to a trustworgtcontroller.

These files are read only oncepas—vswitchd startup time.If their contents changeys-vswitchd must
be killed and restarted.

These SSL settings apply to all SSL connections made by the virtual switch.
get-ssl Prints the SSL configuration.
del-ssl Deletes the current SSL configuration.

[-—bootstrap] set-sslprivate-ley ertificate ca-cert
Sets the SSL configuration. Thebootstrap option is described belo

CA Certificate Bootstrap

Ordinarily, dl of the files named in the SSL configuration must exist whasrvswitchd starts. Havever,

if the ca-certfile does not exist and the-bootstrap option is gven, thenovs—vswitchd will attempt to

obtain the CA certificate from the controller on its first SSL connection amditda the named PEM file.

If it is successful, it will immediately drop the connection and reconnect, and from then on all SSL connec-
tions must be authenticated by a certificate signed by the CA certificate thus obtained.

This option exposes the SSL connection to a man-in-the-middle attack obtaining the initial CA eer
tificate, but it may be useful for bootstrapping.

This option is only useful if the controller sends its CA certificate as part of the SSL certificateTdein.
SSL protocol does not require the controller to send the CA certificate.

Auto-Attach Commands
The IETF Auto-Attach SPBM draft standard describes a compact method of using IEEE 802.1AB Link
Layer Discaery Protocol (LLDP) together with a IEEE 802.1aq Shortest Path Bridging (SPB) network to
automatically attach network devices to individual services in a SPBrietwWwheintent here is to allw
network applications and devices using OVS to be able to easiyahlantage of features offered by
industry standard SPB networks. A fundamental element of the Auto-Attach feature is to map traditional
VLANS onto SPB |_SIDs. These commands manage the Auto-Attach I-SID/VLAN mappings.

add-aa—-mappingbridge i-sid vlan
Creates a ve Auto-Attach mapping obridgefor i-sid andvian.
del-aa—mappingbridge i-sid vlan
Deletes an Auto-Attach mapping bridgefor i-sid andvlan.
get—aa—mappingbridge
Lists all of the Auto-Attach mappings withbridge on standard output.
Database Commands

These commands query and modify the contentssifb tables. Thg are a slight abstraction of tlesdb
interface and as such theperate at a lower el than otheovs—vsctlcommands.
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Identifying Tables, Records, and Columns

Each of these commands hatahble parameter to identify a table within the databadgeurny of them also
take arecord parameter that identifies a particular record within a table record parameter may be the
UUID for a record, and martables offer additional ways to identify recordSome commands also &k
columnparameters that identify a particular field within the records in a table.

The following tables are currently defined:

Open_vSwitch
Global configuration for amvs—vswitchd This table contains exactly one record, identified by
specifying. as the record name.

Bridge Configuration for a bridge within an Open vSwitch. Records may be identified by bridge name.
Port A bridge port. Records may be identified by port name.

Interface
A network device attached to a port. Records may be identified by name.

Flow_Table
Configuration for a particular Openkidlow table. Recordmay be identified by name.

QoS  Quality-of-service configuration forRort. Records may be identified by port name.

Queue Configuration for one queue within @oS configuration. Recordsnay only be identified by
UuID.

Mirror A port mirroring configuration attached to a bridge. Records may be identified by mirror name.

Controller
Configuration for an OpenRlocontroller A controller attached to a particular bridge may be
identified by the bridgs’rame.

Manager
Configuration for an OVSDB connection. Records may be identified by targetc(elg?.3.4.

NetFlow
A NetFlow configuration attached to a bridge. Records may be identified by bridge name.

SSL  The global SSL configuration favs—vswitchd The record attached to ti@pen_vSwitchtable
may be identified by specifyings the record name.

sFlow An sFlow exporter configuration attached to a bridge. Records may be identified by bridge name.
IPFIX An IPFIX exporter configuration attached to a bridge. Records may be identified by bridge name.

Flow_Sample_Collector_Set
An IPFIX exporter configuration attached to a bridge for samplinggtaan a peflow basis
using OpenFlovsampleactions.

AutoAttach
Configuration for Auto Attach within a bridge.

Record names must be specified in full and with correct capitalizalames of tables and columns are
not case-sensite, and —— and__are treated interchangeablynique abbreviations are acceptable, edd.
or n is sufficient to identify thé&letFlow table.

Database Values

Each column in the database accepts a fixed type of @htacurrently defined basic types, and their rep-
resentations, are:

integer A decimal integer in the range —2**63 to 2**63-1, inchssi

real A floating-point number.
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Boolean
True or false, writtetrue or false, respectrely.

string  An arbitrary Unicode string, except that null bytes are notvalltb Quotesre optional for most
strings that begin with an English letter or underscore and consist only of letters, underscores,
hyphens, and perioddHowever, true andfalse and strings that match the syntax of UUIDs (see
below) must be enclosed in double quotes to distinguish them from other basictypes.dou-
ble quotes are used, the syntax is that of strings in JSON, e.g. backslashes may be used to escape
special characters. The empty string must be represented as a pair of doublé"gjotes (

UUID Either a uniersally unique identifier in the style of RFC 4122, e.qg.
f81d4fae—7dec-11d0-a765-00a0c91le6ptF an @namedefined by aget or create command
within the sam@vs-vsctlinvocation.

Multiple values in a single column may be separated by spaces or a single comma. When raluléple v
are present, duplicates are notakal, and order is not importanEorversely, some database columns can
have an empty set of values, represented]asnd square brackets may optionally enclose other non-empty
sets or single values as well.

A few database columns arenaps’ of key-value pairs, where theei and the value are each someefix
database type. These are specified in the f@mvalueg wherekey andvalue follow the syntax for the
columns key type and value type, respesly. When multiple pairs are present (separated by spaces or a
comma), duplicatedys ae not allowed, and again the order is not important. Duplicate values avedllo

An empty map is represented{as Curly braces may optionally enclose non-empty maps as well (but use
guotes to pneent the shell from xpanding other-config={0=x,1=y} into other-config=0=x othercon-
fig=1=y, which may not hee the desired effect).

Database Command Syntax

[——if-existg [ -—columns=columrj,columiq...] list table[record]...
Lists the data in each specifietord. If no records are specified, lists all the recordsbie

If ——columnsis specified, only the requested columns are listed, in the specified Qitier-
wise, all columns are listed, in alphabetical order by column name.

Without—-if-exists, it is an aror if arny specifiedrecord does not ®ist. With ——if-exists, the com-
mand ignores angecord that does not exist, without producingyautput.

[-—columns=columr,columi...] find table[columr:key]=valug...
Lists the data in each recordtable whosecolumnequalsvalueor, if key is specified, whoseol-
umncontains &ey with the specifiedialue The following operators may be used wheiis writ-
ten in the syntax summary:

=l=<><=>=
Selects records in whiadolumrj:key] equals, does not equal, is less than, is greater than,
is less than or equal to, or is greater than or equallt® respectiely.

Considercolumr:key] and valueas sets of elements. Identical sets are considered equal.
Otherwise, if the sets i@ dfferent numbers of elements, then the set with more elements
is considered to be lger Otherwise, consider a element from each set pairwise, in
increasing order within each set. The first pair that differs determines the iEsula
column that containsgy-value pairs, first all thedys ae compared, and values are con-
sidered only if the te sets contain identicaldys.)

{=H{=}
Test for set equality or inequaljtsespectiely.

{<=}  Selects records in whicleolumri:key] is a subset ofvalue For example, flood-
vlans{<=}1,2 selects records in which tlod-vlans column is the empty set or con-
tains 1 or 2 or both.

{<} Selects records in whiotolumr:key] is a proper subset ofalue For example,flood-
vlans{<}1,2 selects records in which tfkeod-vlans column is the empty set or contains

Open vSwitch 2.4.90 12



ovs-vsctl(8)

OpewSwitch Manual ovs-vsctl(8)

1 or 2 lut not both.
{>=}{>}
Same ag¢<=} and{<}, respectiely, except that the relationship isveesed. Br example,

flood-vlans{>=}1,2selects records in which tHieod-vlans column contains both 1 and
2.

For arithmetic operators<!= < > <= >=), whenkey is specified but a particular recas@d’olumn
does not contaikey, the record is atays omitted from the results. Thus, the conditidher-con-
fig:mtu!=1500 matches records that\eamtu key whose value is not 1500ubnot those that
lack anmtu key.

For the set operators, whéaey is specified but a particular recasd¢'olumndoes not contaikey,
the comparison is done against an empty set. Thus, the conditienconfig:mtu{!=}1500
matches records thatyeaamtu key whose value is not 1500 and those that lackankey.

Don't forget to escape or > from interpretation by the shell.

If ——columnsis specified, only the requested columns are listed, in the specified GtHerwise
all columns are listed, in alphabetical order by column name.

The UUIDs shown for rows created in the sawg-vsctlinvocation will be wrong.

[——if-existg [-—id=@nam¢g gettable record[column:key]]...

Prints the value of each specifiedlumnin the gven record in table For map columns, &ey
may optionally be specified, in which case the value associatedayith the column is printed,
instead of the entire map.

Without ——if-exists, it is an aror if record does not exist okey is specified, ilkey does not ®ist
in record. With ——if-exists a missingrecord yields no output and a missitkgy prints a blank
line.

If @nameis specified, then the UUID foecord may be referred to by that name later in the same
ovs-vsctlinvocation in contexts where a UUID is expected.

Both ——id and thecolumnamuments are optional, but usually at least one or the other should be
specified. Ifboth are omitted, theget has no effect except to verify thatord exists intable

——id and—-if-existscannot be used together.

[——if-existg settable recod columr]:key]=value..

Sets the &lue of each specifietblumnin the given record in tableto value For map columns, a
key may optionally be specified, in which case the value associatedk&yitin that column is
changed (or added, if none exists), instead of the entire map.

Without ——if-exists, it is an eror if record does not ®ist. With ——if-exists, this command does
nothing ifrecord does not exist.

[——if-existg add table recod column[key=]value..

Adds the specified value oe¥value pair tocolumnin record in table If columnis a map, then
key is required, otherwise it is prohibitedf. key already &ists in a map column, then the current
valueis not replaced (use tlsetcommand to replace an existing value).

Without ——if-exists, it is an eror if record does not ®ist. With ——if-exists, this command does
nothing ifrecord does not exist.

[——if-existg remove table recod column value.
[——if-existg remove table recod column ley...
[——if-existg remove table recod column ley=value..

Open vSwitch

Remawes the specified values orlevalue pairs froncolumnin record in table The first form
applies to columns that are not maps: each spedsifiee:is remaved from the column. The sec-
ond and third forms apply to map columns: if onlyegis specified, then grkey-value pair with
the given key is remwed, regardless of its value; if @alueis given then a pair is remad only if
both ley and value match.
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It is not an error if the column does not contain the speciégdrkvalue or pair.

Without ——if-exists, it is an eror if record does not ®ist. With ——if-exists, this command does
nothing ifrecord does not exist.

[——if-existqg clear table recod column..

Sets eacleolumnin record in tableto the empty set or empty map, as appropriate. This command
applies only to columns that are allowed to be empty.

Without ——if-exists, it is an eror if record does not ®ist. With ——if-exists, this command does
nothing ifrecord does not exist.

[-—id=@namg createtable columftkey]=value..

Creates a nerecord intableand sets the initial values of eaadlumn Columns not explicitly set
will receive teir default wlues. Outputthe UUID of the nes row.

If @nameis specified, then the UUID for theweow may be referred to by that name elbere
in the samevs—-vsctlinvocation in contets where a UUID isxpected. Sucheferences may pre-
cede or follev thecreatecommand.

Caution (ovs-vsctl as exmaple)

Records in the Open vSwitch database are significant only whgrcahebe reached
directly or indirectly from theOpen_vSwitchtable. Excepfor records in theQoS or
Queuetables, records that are not reachable fromthen_vSwitchtable are automati-
cally deleted from the database. This deletion happens immedisitdlgut waiting for
additionalovs—vscticommands or other database\tti Thus, acreatecommand must
generally be accompanied by additional commanmitisin the sam@vs—vsctlinvocation
to add a chain of references to thewlye created record from the topvig
Open_vSwitchrecord. TheEXAMPLES section gies sme examples that sivdiow to
do this.

[——if-existg destroytable record..

Deletes each specifieecord from table Unless——if-existsis specified, eactecords must exist.

——all destroytable

Deletes all records from thable

Caution (ovs-vsctl as exmaple)
Thedestroy command is only useful for records in eSor Queuetables. Records
other tables are automatically deleted from the database whehett@me unreachable
from theOpen_vSwitchtable. Thismeans that deleting the last reference to a record is
sufiicient for deleting the record itselfFor records in these tabledestroy is silently
ignored. Se¢he EXAMPLES section beler for more information.

wait-until table recordcolumrj:key]=valug...

Open vSwitch

Waits until table contains a record nameetord whosecolumnequalsvalueor, if key is specified,
whosecolumncontains &ey with the specifiedralue Any of the operators=, <, >, <=, or >=

may be substituted for to test for inequalityless than, greater than, less than or equal to, or
greater than or equal to, respegtf. (Don'’t forget to escape& or > from interpretation by the
shell.)

If no columr:key]=value aguments are gen, this command waits only untiécord exists. If
more than one such argument igegi the command waits until all of them are satisfied.

Caution (ovs-vsctl as exmaple)
Usually wait-until should be placed at the beginning of a sebwsvsctlcommands.
For example,wait—until bridge brO —— get bridge brO datapath_id waits until a bridge
namedbrO is created, then prints itdatapath_id column, whereaget bridge brO data-
path_id —— wait-until bridge brO will abort if no bridge namedrO exists when
ovs-vsctlinitially connects to the database.
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Consider specifying-—timeout=0 along with——wait-until, to prevent ovs—vsctlfrom terminat-
ing after waiting only at most 5 seconds.

comment[arg]...
This command has nofett on behwior, but ary database log record created by the command will
include the command and its arguments.

EXAMPLES
Create a ng bridge named br0 and add port ethO to it:

ovs-vsctl add-br br0
ovs-vsctl add-port brO ethO

Alternatively, perform both operations in a single atomic transaction:
ovs-vsctl add-br brO0 —— add-port br0 ethO

Delete bridgebrO, reporting an error if it does not exist:
ovs-—vsctl del-br brO

Delete bridgeorO0 if it exists:
ovs—vsctl ——if-exists del-br br0

Set thegos column of thePort record forethOto point to a ne QoSrecord, which in turn points with its
gueue 0 to a ne®ueuerecord:

ovs-vsctl —— set port ethO gos=@newqos —— ——id=@newqos create qos type=linux—htb
other—config:max-rate=1000000 queues:0=@newqueue —— ——id=@newqueue create queue
other—config:min-rate=1000000 other—config:max-rate=1000000

CONFIGURATION COOKBOOK
Port Configuration

Add an “internal port’ vlan10to bridgebrO as a VLAN access port for VLAN 10, and configure it with an
IP address:

ovs-vsctl add—port br0 vlan10 tag=10 —- set Interface vlan10 type=internal
ifconfig vlan10 192.168.0.123
Add a GRE tunnel pogreOto remote IP address 1.2.3.4 to bridge:
ovs-vsctl add—port brO gre0 —- set Interface gre0 type=graptions:remote_ip=1.2.3.4

Port Mirroring
Mirror all packets receed or nt oneth0 or ethl onto eth2, assuming that all of those portgigt on
bridgebr0 (as a side-effect this causey gackets receed on eth2to be ignored):

ovs-vsctl —— set Bridge brO mirrors=@m \
—— ——id=@eth0 get Port ethO \
—— ——id=@eth1 get Port eth1 \
—— ——id=@eth2 get Port eth2 \

—-— —-id=@m create Mirror name=mymirror select-dst-port=@ethO0,@ethl select-sr
port=@eth0,@ethl output-port=@eth2

Remaove the mirror created ale from brO, which also destroys the Mirror record (since it isvnmrefer-
enced):

ovs-vsctl —— ——id=@rec get Mirror mymirror \
—— remove Bridge brO mirrors @rec
The following simpler command also works:

ovs-vsctl clear Bridge brO mirrors
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Quality of Service (QoS)
Create dinux—htb QoS record that points to aff@ueues and use it @thO andethl:

ovs-vsctl —— set Port ethO gos=@newqos \
—— set Port ethl qos=@newqos \

—-— ——id=@newqos create QoS type=linux—htb other—config:max-rate=1000000000
gueues=0=@q0,1=@q1\

- ——id=@q0 create Queue other—config:min-rate=100000000 other-con-
fig:max-rate=100000000 \

—— ——id=@q1 create Queue other—config:min-rate=500000000
Deconfigure the QoS record aledrom ethl1 only:
ovs-vsctl clear Port ethl qos

To deconfigure the QoS record from bathO andethl and then delete the QoS record (which must be
done explicitly because unreferenced QoS records are not automatically destroyed):

ovs-vsctl —— destroy QoS ethO —— clear Port ethO qos —- clear Port eth1 gos

(This command will leze o unreferenced Queue records in the databdsedelete them, useoVs-vsctl
list Queué€' to find their UUIDs, thendvs—vsctl destroy Queueaiuidl uuid? to destrey each of them or
use 'bvs-vsctl -- --all destroy Queuéto delete all records.)

Connectivity Monitoring
Monitor connectivity to a remote maintenance point on ethO.

ovs-vsctl set Interface ethO cfm_mpid=1
Deconfigure connectivity monitoring from alm
ovs-vsctl clear Interface ethO cfm_mpid

NetFlow
Configure bridgéor0 to send NetFh records to UDP port 5566 on host 192.168.0.34, with aneaittie-
out of 30 seconds:

ovs-vsctl —— set Bridge br0 netflow=@nf \
—— ——id=@nf create NetFlav targets=\"192.168.0.34:5566\" actie-timeout=30

Update the NetFlo configuration created by the previous command to instead use & imedout of 60
seconds:

ovs-vsctl set NetFlav brO active _timeout=60

Deconfigure the NetHw settings frombr0, which also destroys the Netktaecord (since it is ne unref-
erenced):

ovs-vsctl clear Bridge brO netflow

sFlow
Configure bridgédr0 to send sFhe records to a collector on 10.0.0.1 at port 6343, usthd's IP address
as the source, with specific sampling parameters:

ovs-vsctl —— ——id=@s ceate sFlav agent=ethl target=\"10.0.0.1:6343\" header=128 sam-
pling=64 polling=10 \

—— set Bridge br0 sflow=@s
Deconfigure sFh from brO, which also destroys the sklaecord (since it is ne unreferenced):
ovs-vsctl —— clear Bridge br0 sflow

IPFIX
Configure bridgebr0 to send one IPFIX flu record per packet sample to UDP port 4739 on host
192.168.0.34, with Observation Domain ID 123 and Observation Point ID 456y eaftbe actie imeout
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of 1 minute (60 seconds), maximumwil@ache size of 13 flows, andile sampled on output port with
tunnel info(sampling on input and output port is enabled by default if not disabled) :

ovs-vsctl —— set Bridge br0 ipfix=@i \

-— ——id=@i create IPFIX targets=\"192.168.0.34:4739\" obs_domain_id=123
obs_point_id=456 cache_acte timeout=60 cache_max_flows=13\

other_config:enable-input-sampling=false other_config:enable-tunnel-sampling=true

Deconfigure the IPFIX settings frobrO, which also destroys the IPFIX record (since it isvnarefer-
enced):

ovs-vsctl clear Bridge br0 ipfix

802.1D Spanning Tee Protocol (STP)
Configure bridgdr0 to participate in an 802.1D spanning tree:

ovs-vsctl set Bridge brO stp_enable=true
Set the bridge priority dfrO to 0x7800:

ovs-vsctl set Bridge br0O other_config:stp-priority=0x7800
Set the path cost of pagthOto 10:

ovs-vsctl set Port ethO other_config:stp-path-cost=10
Deconfigure STP from abke:

ovs-vsctl set Bridge brO stp_enable=false

Multicast Snooping
Configure bridgdr0 to enable multicast snooping:

ovs-vsctl set Bridge brO mcast_snooping_enable=true
Set the multicast snooping aging titm® to 300 seconds:

ovs-vsctl set Bridge brO other_config:mcast-snooping-aging-time=300
Set the multicast snooping table six® to 2048 entries:

ovs-vsctl set Bridge br0O other_config:mcast-snooping-table-size=2048

Disable flooding of unregistered multicast packets to all ports. When s$etetothe switch will send
unrggistered multicast paeks only to ports connected to multicast routers. When it is sieis® the
switch will send them to all ports. This command disables the flood of unregistered packets dor@ridge

ovs-vsctl set Bridge br0O other_config:mcast-snooping-disable-flood-unregistered=true
Enable flooding of multicast packets (except Reports) on a specific port.

ovs-vsctl set Port ethl other_config:mcast-snooping-flood=true
Enable flooding of Reports on a specific port.

ovs-vsctl set Port ethl other_config:mcast-snooping-flood-reports=true
Deconfigure multicasting snooping from abo

ovs-vsctl set Bridge brO mcast_snooping_enable=false

802.1D-2004 Rapid Spanning fee Protocol (RSTP)
Configure bridgdr0 to participate in an 802.1D-2004 Rapid Spanning Tree:

ovs-vsctl set Bridge brO rstp_enable=true
Set the bridge addressia0 to 00:aa:aa:aa:aa:aa:
ovs-vsctl set Bridge brO other_config:rstp-address=00:aa:aa:aa:aa:aa

Set the bridge priority abrO to 0x7000. The &lue must be specified in decimal notation and should be a
multiple of 4096 (if not, it is rounded down to the nearest multiple of 4096). The default praitity ig
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0x800 (32768).
ovs-vsctl set Bridge brO other_config:rstp-priority=28672

Set the bridge ageing time bifO to 1000 s. The ageing time value should be between 10 s and 1000000 s.
The default value is 300 s.

ovs-vsctl set Bridge brO other_config:rstp-ageing-time=1000

Set the bridge force protocoéssion ofbrO to 0. The force protocol version hasohacceptable values: 0
(STP compatibility mode) and 2 (normal operation).

ovs-vsctl set Bridge br0 other_config:rstp-force-protocol-version=0

Set the bridge max age f0 to 10 s. The max age value should be between 6 s and 40 s. bk a@dfie
is 20 s.

ovs-vsctl set Bridge br0O other_config:rstp-max-age=10

Set the bridge forward delay bf0 to 15 s. This value should be between 4 s and 30 s. Taeldedlue is
15s.

ovs-vsctl set Bridge brO other_config:rstp-forward-delay=15

Set the bridge transmit hold countlm® to 7 s. This alue should be between 1 s and 10 s. Thauttef
value is 6 s.

ovs-vsctl set Bridge br0O other_config:rstp-transmit-hold-count=7
Enable RSTP on the PathO:

ovs-vsctl set Port ethO other_config:rstp-enable=true
Disable RSTP on the PaathO:

ovs-vsctl set Port ethO other_config:rstp-enable=false

Set the priority of poréthOto 32. The value must be specified in decimal notation and should be a multiple
of 16 (if not, it is rounded down to the nearest multiple of 16). The default priority value is 0x80 (128).

ovs-vsctl set Port ethO other_config:rstp-port-priority=32
Set the port number of pagthOto 3:
ovs-vsctl set Port ethO other_config:rstp-port-num=3
Set the path cost of pagthOto 150:
ovs-vsctl set Port ethO other_config:rstp-path-cost=150
Set the admin edge value of pethO:
ovs-vsctl set Port ethO other_config:rstp-port-admin-edge=true
Set the auto edge value of pethO:
ovs-vsctl set Port ethO other_config:rstp-port-auto-edge=true

Set the admin point to point MAvalue of portethO. Acceptable values a@ (not point-to-point),1
(point-to-point, the default value) & (automatic detection).The auto-detection mode is not currently
implemented, and the val@éas the same effect 6f(not point-to-point).

ovs-vsctl set Port ethO other_config:rstp-admin-p2p-mac=1
Set the admin port state value of pettiO. true is the default value.
ovs-vsctl set Port ethO other_config:rstp-admin-port-state=false
Set the mcheck value of pathO:
ovs-vsctl set Port ethO other_config:rstp-port-mcheck=true

Deconfigure RSTP from abe:
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ovs-vsctl set Bridge brO rstp_enable=false

OpenFlow Version
Configure bridgér0 to support OpenFe versions 1.0, 1.2, and 1.3:

ovs-vsctl set bridge brO protocols=OpenFlow10,0penFlow12,0penFlow13

Flow Table Configuration
Limit flow table 0 on bridge br0 to a maximum of 100 flows:

ovs-vsctl —— —-id=@ft create Flov_Table flow_limit=100 overflow_policy=refuse —- set
Bridge br0 flow_tables=0=@ft
EXIT STATUS
0 Successful progranxecution.
1 Usage, syntax, or configuration file error.
2 Thebridgeargument tdr—exists specified the name of a bridge that does not exist.

SEE ALSO
ovsdb-sewer (1), ovs—vswitchd8), ovs—vswitchd.conf.di{5).
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